Request Vulnerability Coordination Assistance
Top of Form
Contact Information
Name: Click or tap here to enter text.
The name of the person submitting this form. You may use a pseudonym, alias, or handle in place of your real name.
Organization: Click or tap here to enter text.
If you are reporting on behalf of an organization, list its name here.

Email address: Click or tap here to enter text.
Your personal email address. Consider creating a free webmail account if you do not wish to share your email address.
Telephone: Click or tap here to enter text.
The telephone where we may reach you if necessary.

If we publish a document based on this report, we will credit you unless otherwise specified.
Please DO NOT acknowledge me by name in any published document about this vulnerability. 


Vulnerability Description
  
What is the name of the affected product or software? 
This field is required
Click or tap here to enter text.

Please include the product number if known.
What version number of the product or software is affected? 
This field is required 
Click or tap here to enter text.
A version number, firmware version, build number, or release date is helpful for identifying affected products.

What is the vulnerability? 
This field is required 
  
Click or tap here to enter text.

Describe the vulnerability in sufficient technical detail. Include a proof of concept if possible. You may describe multiple vulnerabilities here rather than submitting multiple forms, if the vulnerabilities affect the same product.
How does an attacker exploit this vulnerability?
This field is required

Click or tap here to enter text.
Explain access or other conditions necessary to attack.
What does an attacker gain by exploiting this vulnerability? (i.e., what is the impact?):
  This field is required

Click or tap here to enter text.
Additional privileges, etc. Please be as specific as possible
How was the vulnerability discovered?
Click or tap here to enter text.
 Please note any specific tools or techniques used.

Is there evidence that this vulnerability is being actively exploited?
☐  Yes
Do you plan to publicly disclose this vulnerability yourself?
☐  Yes
Upload a File
Please leave a note in the Private Comments below if you would like to make arrangements to send files. 
Private Comments
We will not share any comments in this field
Click or tap here to enter text.
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